The concept of sensing-as-a-service is proposed to enable a unified way of accessing and controlling sensing devices for many Internet of Things based applications. Existing techniques for Web service computing are not sufficient for this class of services that are exposed by resource-constrained devices. The vast number of distributed and redundantly deployed sensors necessitate specialised techniques for their discovery and ranking. Current research in this line mostly focuses on discovery, e.g., designing efficient searching methods by exploiting the geographical properties of sensing devices. The problem of ranking, which aims to prioritise semantically equivalent sensor services returned by the discovery process, has not been adequately studied. Existing methods mostly leverage the information directly associated with sensor services, such as detailed service descriptions or quality of service information. However, assuming the availability of such information for sensor services is often unrealistic. We propose a ranking strategy by estimating the cost of accessing sensor services. The computation is based on properties of the sensor nodes as well as the relevant contextual information extracted from the service access process. The evaluation results demonstrate not only the superior performance of the proposed method in terms of ranking quality measure, but also the potential for preserving the energy of the sensor nodes.
Following the service-oriented paradigm, if all sensors expose their functionalities in terms of services, then there will be numerous sensor services generating tremendous amount of streaming data continuously. This highlights the significance of efficient sensor service discovery, which aims to locate relevant sensor services at large scale [18] . In the past few years, different techniques have been proposed for sensor service discovery. While these efforts represent an important step towards scalable and efficient access of distributed sensor services, we believe that this is not the end of the story. The outcome of such service discovery process is usually a limited number of semantically equivalent services which all match the searching criteria. The discovery engine is not able to differentiate between the retrieved services and to rank them in an appropriate order.
The problem of ranking sensor services is difficult as they usually have scarce features. This is very different from ranking Web services and semantic Web services, which contain abundant features for effective algorithm design (e.g., textual descriptions and quality of service information) [27, 12, 43] . Characteristics of the sensor services are also different as the exposing sensors are mostly capability constrained, location dependent, heterogeneous and operating in highly dynamic physical environments. The challenge is to design useful ranking methods for sensor services by taking the above mentioned factors into consideration. Such methods are essential for many upper layer applications that need data aggregation, service recommendation, automated service composition and runtime adaptation [45] . For example, the system can recommend a number of highly ranked services in real-time for disaster monitoring and warning applications. The system can also suggest the best ranked services for data aggregation to high level applications which can subsequently subscribe to those services. In case of service failure, the system can initiate the ranking again and find new services for compensation.
The starting point for this research is the observation of the fact that accessing a sensor service involves data communication with other sensor nodes in the network and the process generates cost (e.g., the energy consumed by itself and others which act as the relay nodes). This is significantly different from accessing a Web service and is essential from the sensor network's point of view. The fundamental idea is to estimate the cost incurred during the service access cycle, which involves not only the sensor node exposing the required service, but also other nodes participating in the data communication (e.g., those act as routing nodes). For the nodes, information about their energy level, importance (a concept introduced to measure the significance of a sensor node to the whole WSN. See Section 4.3 for more details.), and the link quality among them all has various degree of influence in the cost estimation. The information represents key features for sensor services, which can be either collected from the sensor nodes themselves (e.g., energy level), or the underlying WSN (e.g., link quality), or inferred using certain algorithms (e.g., importance and WSN topology). We refer to all the relevant information together as the contextual information for the sensor service in consideration.
The contribution of this work is the design of such a ranking method, which presents the following novelties: (1) a function which estimates the cost of accessing sensor services with respect to the queries and properties of the relevant sensor nodes (e.g., importance, energy and link quality); (2) a probabilistic method for deriving importance of sensor nodes based on the overlay topology of WSN; (3) seamless integration with the quality of service (QoS) framework (e.g., accuracy and response time) used in many existing ranking methods; (4) independence of the complexity and heterogeneity of low-level WSNs implementations (e.g., routing, broadcasting and power-saving algorithms for sensor network optimisation). To our best knowledge, the work is the first attempt to design such a ranking by performing analysis on the sensor service access process using relevant contextual information collected from the WSN.
The rest of the paper is organised as follows. In Section 2, we review the recent research progress on sensor service discovery and ranking. In Section 3, we briefly outline our previous work on sensor service discovery and elicit the challenges and requirements for the ranking. Section 4 presents the rationale of the ranking algorithm. Concepts such as the overlay topology of WSNs, importance value and the most probable path are explained in details. The experiment and evaluation results are reported in Section 5 and compared to those generated with the benchmark methods in terms of ranking quality and potential for energy preservation. Finally, Section 6 concludes the paper and outlines the future work.
Related work
Recent research on sensor service computing (or more generally, IoT service) mainly focuses on representation and discovery. The work on representation is to develop formal knowledge representation frameworks for devices, entities and services on the IoT, for example, the Semantic Sensor Network (SSN) ontology [16] , and the ontology for service and resource modelling [17] . Many different techniques for sensor service discovery have been proposed; some of the notable work in this line include the IrisNet, a wide-area architecture for pervasive sensing services in distributed and heterogeneous environments [20] ; discovery and on-demand provisioning of services for IoT based business applications [21] ; IoT based service discovery using distributed hash table [29] and geographical indexing [45] . However, the problem of ranking sensor services has not received much attention and has not been well investigated.
There has been considerable amount of research on the ranking of Web services (and semantic Web services). It mostly employs content-oriented ranking paradigms, e.g., by analysing the relevance of Web service descriptions with regard to queries [27] . To improve the discovery performance, machine learning based methods can be applied to perform deep semantic analysis on the service descriptions, for example, the work in [12] first applies Latent Dirichlet Allocation [39] to derive a latent factor model from service descriptions, and then computes service matchmaking using the latent model. The experiments show that the discovery results are more promising than the existing methods. The major limitation of these methods, however, is that they may not be able to differentiate between qualitative and non-qualitative services. Various solutions have been proposed by the service research community, such as the use of Quality of Service (QoS) information [43, 42, 3] , user generated data (such as user ratings or feedback) [24, 41, 25, 7] , or multiple ranking criteria for decision making [38] .
Our study reveals that most of the current research on ranking sensor (and IoT) services re-uses ranking techniques designed for Web services. Matching queries with sensor service descriptions is only able to retrieve a list of relevant services (which are semantically ''equivalent'' to each other). In order to improve ranking, the work in [13] proposes a hybrid method which applies both probabilistic inference [12] and semantic reasoning on service descriptions. However, in reality, it is reasonable to assume that detailed descriptions on sensor services are always available for performing sophisticated analysis. The method proposed in [21] utilises the contextual objects associated with service instance (e.g., latency) for ranking, which is similar to the QoS-based ones for Web service. The strategy presented in [31] is based on quantitative reasoning with proximity-based user requirements. In their method, user priorities are used to modify the QoS weights, and ranking score is essentially determined by the weighted sum of QoS information. The work introduced by Niu et al. takes the QoS based ranking method one step further by incorporating user assessment information [28] . The authors also make use of the timeliness information (to characterise the impact of physical quality variation on QoS) to further improve ranking. While these methods show certain degree of novelty, they have the same limitation, which is the assumption that the QoS and user feedback information is available at sensor service level. Furthermore, they have not taken into account the unique characteristics of the sensor services in their respective ranking strategies.
Sensor services are different from standard Web services in many aspects (e.g., resource constrained devices VS powerful Web servers; highly distributed VS relatively centralised; dynamic physical environments VS well protected indoor environments). Collecting user feedback data for individual sensor service is extremely difficult due to the extraordinarily large scale and distributed nature. Service monitoring incurs high cost and requires additional resource occupation on individual sensor nodes. This implies that methods for sensor service ranking based QoS are also not practical. There are several important issues that the existing methods have not considered, i.e., how to distribute the ranking computation can be distributed and how the method deals with the complexity and heterogeneity of different WSN implementations (see Section 4.1), how to extract useful features for sensor service ranking (see Section 4.3 and Section 4.4 for details of deriving the overlay topology, importance, and the most probable path), and what impact the ranking will bring to the sensors and the underlying WSNs (see the discussion in Section 5.3). The main objective of this work is to address these issues and to design a practical and useful ranking method for sensor services.
Sensor service discovery
The conceptual framework for accessing sensors and their data through services has been termed as sensing-as-a-service [31, 32, 48] or sensor-as-a-service [4, 18, 17, 44] in the research community. In this paper, we do not attempt to provide rigorous definitions for the terms although they have been interpreted differently in the literature. Instead, we emphasise the fact that capabilities and functionalities of the sensors can be abstracted or virtualised as services (with standard access interfaces) which enables them to be seamlessly integrated into a service-oriented environment (e.g., a cloud platform). The sensing-as-a-service model (see Fig. 1 ) used in our work is a revised version of the role-based model proposed in [31] . The bottom layer contains the sensor devices, specifically, the sensors organised in WSNs; the middle layer, which may entirely reside in the clouds, contains sensor services which abstract the functionalities of sensors, and extended sensor services which provide different kinds of value-added services based on the sensor services [31] ; the layer above contains different consumers (e.g., applications or human users) which can directly interact with the sensor services or the extended sensor services.
Following the idea, it is envisioned that soon we will be surrounded by millions or even billions of tiny, real-world services with standard interfaces, providing continuous data streams. The need for effective and efficient service discovery at large scale becomes prominent. In what follows, we first provide some background information on WSNs, and briefly review our previous work on a distributed architecture for efficient and scalable sensor service discovery. We then highlight the importance of service ranking and discuss the related challenges and requirements.
Wireless sensor networks
A WSN usually consists of a group of autonomous sensor nodes with wireless communication capabilities [46] and can be deployed at diverse locations (e.g., indoor or remote areas. Usually remote areas are difficult for human beings to reach) for a variety of purposes such as industrial control and monitoring, home automation and consumer electronics, security and military sensing, asset tracking and supply chain management, intelligent agriculture and health monitoring [46] . Sensor nodes inside a WSN cooperate to deliver the observation and measurement data to the requesters, e.g., gateway or devices/applications outside the WSN. The procedure for delivering sensor data is handled by the dedicated WSN routing protocols. In addition, for the convenience of deployment, wireless sensor nodes are normally featured by miniaturisation design powered by battery, which implies that energy consumption is the most important issue in WSN operations.
WSN node design has taken this issue into consideration from various aspects, for example, in the IEEE 802.15. either proactive or reactive protocols often takes parameters related to energy consumption into consideration when computing ''the shortest path''. Particularly useful and important is the link quality which indicates the quality of the link [33] between a pair of WSN nodes. Generally speaking, the higher the link quality is, the higher success rate for transmission and the lower the need for re-transmission. Other relevant parameters such as traffic status, load information and geographical information, also can be utilised in routing design to keep WSNs operational as long as possible.
Sensor service discovery platform
In our previous work, we have designed a scalable platform for sensor service discovery using geospatial indexing (Fig. 2 illustrates the main functional components of the platform) [45] . The two functional blocks (highlighted in bold), ''Sensor Service Ranking'' and ''Ranking Processing'' are the focus of this paper. As sensors are highly distributed and capability constrained, the sensor services are implemented on the gateways of WSNs. This is based on the idea proposed in [44] in the view of the recent standardisation efforts for HTTP-based service communication in constrained environments (e.g., the Constrained Application protocol [10] and 6LowPan [36] ).
Besides hosting sensor services, each gateway also implements a semantic repository for storing sensor service descriptions and a search interface for processing incoming queries, e.g., ''ambient temperature'' around the location of ''BA Building University of Surrey'' (an example query in SPARQL 5 can be found in [45] ). A geospatial index which facilitates reduction of the discovery space is maintained on the server. Geographical information of the sensor services is integrated on the gateway for indexing. The implementation can reduce network traffic and the need for update operations in many situations. The discovery process first looks for the gateway(s) that is likely to contain the desired services based on the geographical information contained in the query. If at least one such gateway is found, then original query is forwarded to the semantic search interface on that gateway. The search interface evaluates the query and returns a list of services fulfilling the searching criteria. In case of more than one gateways are found, the results are integrated before returning to the requester.
Challenges in sensor service ranking
With the retrieved sensor services, we need to decide how to select the most appropriate one, or how to derive a ranking order according to certain criteria. The task is particularly important for those applications that need real-time access of the
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Sensors Service Consumers services, e.g., service composition and runtime adaptation. Some of the significant challenges pertaining to sensor service ranking can be identified.
Large-scale, distributed and dynamic nature -it is impossible to design centralised ranking methods for sensor services as substantial update and maintenance of the service information is needed; Hardware and contextual dependency -properties of sensor services are heavily dependent on the status of the devices that expose the services, the operating environments, and the local context (e.g., neighbour sensor nodes or quality of the communication links). Lack of useful features -it is difficult to extract intuitive features from sensor services for the ranking purpose (e.g., words for sensor service descriptions are scarce, and QoS information at sensor level is extremely difficult, if not impossible to collect). On the contrary, words and hyperlinks can be used as effective features [30, 40] for Web documents, and QoS parameters for Web services [38, 3] ; however, Complexity and heterogeneity of sensor network implementation -the actual WSN deployment and implementation could be complex and heterogenous, and the details are not known to the upper layer applications and services a priori.
Requirements for ranking method
As discussed at the end of Section 2, existing ranking techniques designed for Web documents and services cannot be directly applied to sensor services, e.g., it is impractical to assume that QoS or user rating/feedback data is available at sensor levels. Therefore, to design a plausible ranking method, we need to approach the problem from a different angle, i.e., to search for useful information or features from the sensor services or their surrounding environments that can be easily extracted without making unrealistic assumptions. We speculate on the sensor service access process and observe that this process involves not only the sensor service, its associated sensor node and the gateway, but also other nodes participating in the data communication. This process is significantly different from the one of accessing a standard Web service. We believe that it is essential to identify the requirements before presenting the rationale and design. We further discuss how these requirements are addressed in subsequent sections.
Requirement 1: the ranking should be computed in a distributed way. Ideally, the computation should be performed on a component which has the best knowledge on the sensor services as well as the underlying WSNs; Requirement 2: the ranking should be independent of the complexity and heterogeneity of WSNs implementations. It should only utilise the available information (e.g., node's neighbours, link quality and energy level) without requesting amendment for the WSN protocols or making unrealistic assumptions. Requirement 3: the ranking computation should be sufficiently simple and efficient for real-time use. This is important as in an environment with high degree of uncertainty, the ranking may need to be computed frequently. Requirement 4: the ranking should provide potential capabilities for preserving the energy of sensor nodes as well as the WSN as a whole; and quality comparable to human judgement. The results need to demonstrate clear advantages over the benchmark methods through extensive experiments and evaluation.
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In this section, we first explain the idea of the proposed method based on the identified challenges and requirements; then we elaborate the algorithm design and analyse the complexity of the computation. We also show how the proposed method can be conveniently and seamlessly integrated with the existing ranking frameworks.
Rationale
To address Requirement 1, the ranking is distributed to the gateways or sink nodes which have the best knowledge about the WSNs, as shown in Fig. 2 . In most situations, for any specific query the service discovery process may only retrieve services from one WSN due to geographical constraints. However, it is also possible that the discovery process retrieves services from multiple WSNs. Under these circumstances, ranking of the sensor services cannot be utilised directly and need to be further processed (e.g., integrated with the QoS at the WSN level) on a discovery server as illustrated in Fig. 2 . We further discuss this issue in Section 4.6 (for more information on QoS support for WSNs refer to [14] ).
The procedure to query a sensor service to retrieve observation and measurement data consists of the following steps: first the sensor service hosted on the gateway accepts the query and sends the request hop-by-hop to the corresponding sensor node; then the sensor node performs sensing; and lastly it sends the data hop-by-hop back to the gateway. This implies that querying two sensor services that offer the same functionality might incur different cost under the same condition.
The idea is illustrated in Fig. 3 . A square block represents a sensor node with communication capability and a circle represents a sensing device attached to that node. A dashed line is the wireless link between nodes and a solid line connects a sensing device to that node (usually through a wired link). Suppose that a discovery process retrieved the services exposed by the sensing devices G-T1 and E-T2, which both provide the required temperature information. Other things being equal, we may prefer to query the sensing node G-T1 rather than E-T2 as the communication between sensor node E and the gateway must pass node D, A or D, B, which are the important ones for the whole network as can be seen from Fig. 3 . Since the nodes are not equally important, we could utilise an inferred topology of the WSN to estimate the importance of the nodes with a PageRank [30] like algorithm. The importance can be used as a discriminating feature for our ranking (computation of the importance values is presented in Section 4.3). It should be noted that low energy for the node D, A or B signifies that the network is in a dangerous state. More importantly, we can see that the cost of accessing one particular sensor service is determined not only by the energy consumption at the sensing node, but also the consumption at all other nodes involved in the communication cycle. This observation is critical for the cost estimation, which leads to the Eq. (1).
As indicated in Akyildiz et al.'s survey [1] , ''. . .while traditional networks aim to achieve high quality of service (QoS) provisions, sensor network protocols must focus primarily on power conservation. . .''. Intuitively, lower cost implies less energy consumption for all the sensor nodes involved in the service access process. However, precise computation of energy consumption is extremely difficult because of the complexity and heterogeneity of different WSN implementations, and the dynamic environment.
According to Requirement 2, the ranking should be independent of such complexity and heterogeneity as requesters do not have any prior knowledge on the WSN implementations. Therefore, our strategy is to estimate the cost of accessing sensor services with respect to a particular query. It attempts to differentiate the benefit of selecting different services for the sensor network, e.g., preserving energy and prolonging WSN life-time. We abstract the ranking criteria in terms of a cost function; and the objective of the ranking algorithm is to select the service which minimises the cost function. We will discuss how the Requirement 3 and Requirement 4 are addressed in Sections 4.5 and 5.4, respectively.
Overview of the algorithm
The service access cycle involves not only the sensor node exposing the required service, but also other nodes participating in the data communication (e.g., those act as routing nodes). For these nodes, information about their energy level, importance, and the link quality among them all has various degree of influence in the cost estimation. The information can be either collected from the sensor nodes themselves and the underlying WSN (A gateway is able to collect the information with either proactive or reactive routing protocols.), or inferred using certain algorithms (e.g., importance). We refer to all the relevant information together as the contextual information of the sensor service in consideration.
It should be noted that the proposed method is only to estimate the cost as if we were to access the sensor service. The computation itself does not consume any energy. Moreover, once a particular sensor service is selected, the actual data communication is not necessarily the same as the one described above. The objective is to design a transparent method independent of the complexity and heterogeneity of WSN implementation (Requirement 2), which can help upper layer applications or services in making rational decisions efficiently in a real-time environment. The function to quantify the potential cost is shown in Eq. (1).
where s d is a sensor service in the service set
, returned from the discovery process; I is the importance of the sensor node in the WSN (the concept of the importance is explained in Section 4.3); E stands for the current energy level of a sensor node; i & f1; . . . ; ng is the index of the sensor nodes along the best probable path (explained in Section 4.4) from the gateway and j & f1; . . . ; mg is the index of the sensor nodes along the best probable path to the gateway; e i and e j are the unit of energy consumption on a sensor node. The function in fact shows the interplay between importance, energy and the most probable path. Intuitively, the more important a node is (e.g., the node is located in an important position and the whole sensor network could break down if the node loses energy completely), the higher the cost of accessing the sensor service. The higher the energy level of a node is, the lower the cost incurred on that node; which means the process prefers to choose the nodes with high energy levels in order to evenly distribute the energy consumption and to maintain network lifetime. The function is also dependent on the most probable paths in the data communication process. The total cost incurred during the service access process is calculated as the sum of the cost on all nodes (along the most probable paths) involved in the communication loop. We assume that energy consumption on every sensor node involved in one communication cycle can be considered as a constant, e (see Eq. (2)).
The basis of the assumption is explained as follows. If a routing table is available, a node acting as a relay node has three kinds of actions: receiving messages sent from the previous hop, locating next node by exploring local routing table, and then sending messages to the next hop toward the destination. Energy consumption used to locate next hop from routing table is usually ignorable thanks to the advanced micro-controller technology. The energy consumption for each node to receive a message with the same length is almost the same due to the same work load on the demodulator. Similarly, sending a message with the same length on a transmitter has almost the same energy consumption. Other issues such as transmission retry and re-issuing route discovery are beyond the scope of this paper and are not discussed further. Energy consumption on the sensing node is slightly different as it needs to perform the sensing. It can be represented as a Ã e (proportional to e); in our work, we set a ¼ 2 for simplicity (however, it can be set to any arbitrary positive number). We assume that the gateway has permanent power supply and its energy consumption is not considered.
Sensor network topology and importance of sensor nodes
Not all nodes in a WSN are equally important, for example, a node in an important position can provide not only sensing functions, but also message relays. Decreasing its energy level tends to have a much larger negative impact on the sensor network compared to other less important ones. This can be seen from the use case discussed in Fig. 3 . Essentially, the importance values are used as a bias in estimating the cost. In what follows, we first present a generic method to infer an overlay topology for the WSN and then elaborate the procedure to calculate the importance values. The problem of topology control or topology construction in WSNs to preserve network connectivity and lifetime has been well studied (see [35] for a survey of the relevant techniques). However, connections between wireless nodes can often be unstable and tend to be short-lived in dynamic and disturbant environments [47] . With these considerations, a generic method for approximately sketching the topology is preferred and our strategy follows the ways how WSNs initiate, organise and communicate, for example, whenever a node receives replies from its neighbours during initialisation, a link is considered established between them. It is important to note that this link is not necessarily the same as the actual communication link determined by routing protocols.
The constructed topology should be seen as an overlay of the WSN. The connection is stored in the adjacency matrix on the gateway (i.e., the corresponding entry is set to ''1''). If a link is used for actual communication (e.g., one node relays packets for another), it is flagged as active and kept as '1' in the adjacency matrix; it is set to '0' if the link has been inactive for certain amount of time. By continuously observing the communication patterns within the WSN and updating the adjacency matrix, the gateway is able to gain an overview of the WSN topology. This enables us to compute the importance of the individual sensor nodes based on the ''random walker'' principle [30] . The behaviour of the random walker who repeatedly visits the sensor nodes in a WSN through the communication links can be modelled as a Markov Chain with one state for each sensor node. The Markov chain characterised by the adjacency matrix guarantees to converge to a stationary distribution provided that it obeys two properties, irreducibility and aperiodicity [15, 5] , as shown in Eq. (3), pP ¼p ð3Þ wherep is the stationary probability distribution of the Markov Chain and P represents the transition probabilities. The importance values of all sensor nodes are essentially the invariant probability distribution of the Markov Chain, which is characterised by the transition probability matrix constructed from the overlay topology of the WSN. Based on this principle, we can compute the importance value with Eq. (4) [15] ,
where I i is the importance value of the sensor node i; I j is the importance value of the sensor node j which connects to i; A ji is the transition probability from node j to i; d is referred to as the dampening factor [22] , which guarantees the convergence of the computation; and N is the total number of sensor nodes in the topology. The transition probabilities are derived according to the adjacency matrix stored on the gateway and the damping factor d is set to a typical value of 0.85 [30] . As status of the WSN might change frequently, the gateway needs to perform the calculation for importance (which can be done offline) based on its best knowledge periodically.
Estimating the most probable path
The cost of accessing a sensor service also depends on the paths that the sensor node uses to communicate with the gateway. The actual communication path in a WSN is usually determined by the routing algorithms based on the link quality information. The routing algorithms for different WSN implementations could be very different and are not known beforehand, we have to find a way to estimate the communication paths. As the gateway is able to observe the communication patterns and store the relevant information inside a WSN, we use the Dijkstra algorithm to estimate and approximate the communication path (we refer to it as ''the most probable path''). The actual communication path, however, could be different from the actual one in real environment.
For WSNs using different protocols, the ways for gateways to obtain information about sensor nodes' connectivity, link quality and energy information are usually different. In the proactive routing protocols such as the OLSR, gateways regularly receive messages containing neighbour sets of each Multi-Point Relay (MPR) and other relevant information, by which the abstracted network topology can be deduced. In the reactive routing protocol such as AODV, individual node's neighbour sets and other information can be included in a separate message to be sent to a gateway when requested. This procedure can be completed during either initialisation stage, or inactive period of the WSN in order to avoid interrupting the normal network communications.
Ranking computation
The ranking is computed on the gateway which is assumed to have sufficient computing capabilities and permanent power supply. The gateway maintains three matrices: the adjacency matrix from which the transition probability matrix can be derived, the (1-dimensional) energy matrix which stores the remaining energy on every node, and the link quality matrix which stores the values of link quality among nodes. The importance values and the most probable paths can be computed offline periodically according to the settings on the gateway, e.g., the computation might be performed more frequently if the environment is highly dynamic. for
for (j ¼ 0; j < sizeðSPÞ; j þ þ) do 8:
index Algorithm 1 outlines the ranking process. In the algorithm, I is a vector storing the importance values; E is the vector storing the energy levels, LQ is the matrix storing the link quality information; e is the vector for energy consumption; s D consists of a set of services returned by the discovery process; the initial value of cost is set to 0. In lines 2-3, if only one service is discovered than we do not need to perform the ranking. Otherwise, for each discovered service, the most probable paths are calculated using the function DijkstraðLQ Þ (lines 5-6). It should be noted that the path from the gateway to the sensor node and the one from the node to the gateway are not necessarily the same. Lines 7-9 calculate the cost values according to Eq. (2). The services are finally ranked in the ascending order according to the cost values with the function sortðs D ; ASCÞ.
Complexity of the algorithm takes OðD Ã ðn þ mÞÞ, where D is the number of sensor services discovered; n is the number of sensor nodes that are likely to be on the most probable path from the gateway to the sensor node, and m is the number of nodes on the most probable path from the sensor node to the gateway (n and m are not necessarily the same as the link quality values are not symmetric). Let N be the number of sensor nodes in the WSN, then we have D ( N; n ( N, and m ( N. The PageRank algorithm for deriving the importance values can be implemented in efficient ways (e.g., using the power iteration method). Furthermore, the number of sensor nodes in a WSN is several order of magnitudes smaller than the number of Web documents, and the computation can be performed offline. In the experiments, convergence of the computation only takes several milliseconds. Therefore, the proposed method for estimating the cost is computationally efficient, which meets the Requirement 3 identified in Section 3.4.
Integration with existing framework
In Web service ranking, the QoS information has been seen as prominent parameters characterising the quality of Web services [43, 3, 42, 9] . However, as indicated earlier, QoS information is generally not available for computing ranking at sensor level. Our strategy overcomes this difficulty by extracting useful features from both the sensor node itself and the WSN in an ordinary service access process, and abstracting the process using a cost function which can be used as an effective ranking criteria. The meaning of the ''cost'' in our method has a fundamental difference with the one defined in the QoS related literature (which usually indicates pricing of services). The cost alone can be utilised as an effective ranking criteria (as can be seen from the evaluation results in Section 5.3); more interestingly, it also can be combined with other QoS parameters for improved ranking.
In WSN research, while the QoS information at individual sensor device level is not available, the collective, non-end-to-end QoS information at the sensor network level, however, can be obtained, which could be collective latency, collective packet loss, collective bandwidth, and information throughput [14] . As such, the cost can be seamlessly integrated with the existing QoS based ranking frameworks, e.g., the weighted sum of QoS parameters used in [43, 42, 3] , as shown in Eq. (5),
where r i is the ranking value for service i; q i;j is the value of the jth QoS parameter; x j is the weight of the q i;j which reflects the importance of the particular QoS parameter, usually pre-defined by the users or applications in a specific setting. An interesting fact behind the integration is that while the collective, non-end-to-end QoS parameters provide useful information at WSN level (or WSN specific information), the cost contributes information at sensor level (or sensor service specific information). The information obtained from these two different sources complements each other and has the potential to provide more accurate results, especially when the discovery process retrieves sensor services from multiple gateways. This exactly coincides with our idea on the design of integrated ranking at the discovery server (refer to the ''Ranking Processing'' component in Fig. 2) . In another work, Bisdikian et al. consolidate many of the Quality of Information (QoI) and Value of Information (VoI) definitions developed in the literature. They show how to rank information products collected from WSNs [9] using the Analytic Hierarchy Process (AHP) [34] , which is a well-established multi-criteria decision making technique for producing systematically attribute valuations for the purpose of ranking. In their proposed VoI framework, the term ''provenance'' is specified as under the category of ''end-use context'' and has a sub-category called ''trust''. According to the W3C Provenance Incubator Group, 6 provenance ''refers to the sources of information, such as entities and processes, involved in producing or delivering an artefact''. Therefore, it is natural to map the concept of cost in our ranking framework to a sub-category of the ''Provenance'' in [9] . Moreover, such mapping enables ranking to be computed with the existing AHP framework without any modifications.
Experiments and evaluation
In this section, we present the details of the experiment settings, evaluation methods and results; furthermore, we compare our method with benchmark methods (using importance, energy, link quality and weighted sum of the three) and discuss the results with regard to the requirements specified in Section 3.4.
Dataset
The dataset created for evaluating performance of the sensor service discovery platform in our previous work [45] is reused in this paper. It is generated offline and consists of a total number of 11,000 sensor services distributed on 110 gateways. The dataset (including the one used for ranking), ontologies, and the simulation code have been made publicly available 7 for other research in this area. Each gateway implements a search interface and a semantic repository, and is also associated with a geographical bounding box for constructing the geospatial index. Each sensor service is managed by a gateway and has its own geographical location. Two important parameters in a query are the geographical location and the measurement type of the services. Location can be specified with an interface developed using the Google Map API. 8 The measurement types use a subset of the quantity kinds defined in the ''ontology for quantity kinds and units'' 9 (e.g., ambient temperature, light level, wind speed, air pressure, humidity and etc). With the geographical information, the discovery component searches the spatial index and finds the nearest gateway. Then it sends the query to the search interface, which retrieves a number of sensor services from the semantic repository if there is any. Finally, the services are forwarded to the ranking component (see Fig. 2 ). As the same ranking algorithm is implemented on all gateways, it is not necessary to perform the experiments on all of them using the full dataset. The sensor network selected for the experiments consists of 64 sensor nodes (including the gateway) and 136 sensing devices measuring different quantity kinds.
Experiment
The simulation program first instantiated the connections among all sensor nodes in the WSN. A connection between any two nodes was considered established if one responded to another's connection request. Energy of the sensor nodes and link quality of the connections were randomly generated at first and then constantly updated throughout the experiments to simulate the energy consumption and random environmental changes. The connections among the sensor nodes and the adjacency matrix were also updated according to the method described in Section 4.3. Two experiments were carried out to evaluate the performance of the proposed method in terms of ranking quality and potential capabilities for energy preservation.
The first experiment was to evaluate the ranking quality with the help of expert judgement. We stored 14 different WSN configurations (from time t ¼ 0 to t ¼ 13) together with their corresponding matrices for energy, link quality and importance. Each subsequent configuration was derived from the previous one and manipulated in such a way that for each configuration, a random number of connections were either removed (up to 3) or added (up to 1). Some randomness was also added to the link quality. As time passed, the WSN became less and less connected, and it was expected that the number of active sensor services returned by the discovery component would constantly drop (see Fig. 4 ). For example, for query 3, at time t, the number of returned active services was 5 while at time t þ 13 the number was 2.
We prepared a pool of queries and chose 120 queries for the 14 network configurations. As an example, the query looking for ''Ambient Temperature'' in configuration 3 returned seven sensor services. Fig. 5 showed the relevant parameters and the cost values for two of the services, i.e., Service_104 (attached to sensor node ''G15'') and Service_85 (attached to sensor node ''E20''). In Fig. 5(a) and (b) , the most probable paths and the energy and importance of all participating nodes were shown. The link quality summary was calculated from the link quality information between all the sensor nodes in the data communication and gave an intuitive indicator on the robustness of the paths. The algorithm predicted that querying ''Service_104'' would incur 24.6951 units of cost, and querying ''Service_85'' would incur 10.4099 units of cost. In this case, ''Service_85'' was preferred over ''Service_104''.
The second experiment was to estimate the arbitrary energy consumption and to compare potential capabilities of different ranking methods in preserving the network energy. The comparison enabled us to identify which method could achieve better balanced energy consumption and prevent early disconnection more effectively. The queries were randomly selected from the pool and were sent to the discovery component continuously. The best ranked service was assumed to be chosen to answer the query and the energy consumption was then estimated. We assumed that the arbitrary energy consumption on all the nodes along the most probable paths was e, except the gateway and the sensing node (according to the discussion in Section 4.2). In the experiments, e was set to 1%, 2% and 5%, respectively. Energy consumption of the sensing node is slightly different and was set to 2 Ã e (however, it can be set to any arbitrary amount). The energy table was then updated according the energy consumed and the whole procedure was repeated till the termination condition was satisfied. The importance and link quality values were updated after a number of queries were answered (it was set to 10 in this experiment).
It should be noted that the network discovery process also consumes energy. This process is usually done by broadcasting enquiry messages in the WSN. The broadcasting enquiry reaches every nodes through relaying (or in some cases a leader node artificially appointed to manage a sub-group of sensor nodes should receive the enquiry). It is generally not possible to observe or to limit the number of sensor nodes involved in the message relaying. However, from the perspective of ranking methods, once a particular broadcasting algorithm is used and a particular service is selected, the energy consumption for the network discovery can be reasonably considered as a constant, therefore, it was not considered in the experiments. Issues related to energy consumption in other cases such as transmission retry and re-issuing route discovery are beyond the scope of this paper and are not further discussed.
Evaluation
This section presents the evaluation results with regards to the two experiments. For the first experiment, we used a metric from the field of information retrieval and the feedback from human experts to assess the ranking quality. Evaluation of the second experiments provided an objective view on the potential capabilities of all methods for energy preservation.
Ranking quality
The first experiment generated a total number of 740 cost values for all the queries and network configurations. We employed the Normalised Discounted Cumulative Gain (NDCG) [23] , a well-known metric for evaluating ranking quality in the field of information retrieval, for our evaluation. The idea of the metric is that since all objects (e.g., documents in Web search or sensor services in our work) are not of equal relevance to users, highly relevant ones should be ranked first. It adopts the graded relevance assessments and assigns more credits to methods which are able to retrieve highly relevant objects first.
The term ''relevance'' in the original NDCG interpretation can be replaced with ''preference'' in our work, which aims to find sensor services that are less costly or more economical to use. The NDCG n was calculated using Eq. (6),
where DCG n is the ''Discounted Cumulative Gain'', and IDCG n is the ''Ideal Discounted Cumulative Gain'', which is calculated as the discounted cumulative gain of an ideal ranking. DCG n is calculated based on the ''optimal'' human judgement using Eq. (7) [26] .
where labelðiÞ is the gain associated with the object at the ith position of the ranked list, the discounting factor b is use to model user characteristics, e.g., impatient or persistent. As all services returned from the discovery were relevant to the queries and potentially useful, we defined three options for the graded assessment: ''not preferable'' with a value of 0 (the sensor service is too costly to use), ''moderate'' with a value of 1 (no particular preference), and ''preferable'' with a value of 2 (the sensor service is not costly to use). The staff members and researchers at the Centre for Communication System Research, the University of Surrey, performed the evaluation without being informed of the details of the algorithm. The relevant parameters such as the most probable paths (from and to the gateway), energy and importance of all the nodes along the paths, and the link quality summary were explained. The parameters values, as shown in Fig. 5 , except the cost, were presented to them to assist their judgement. They all agreed that these parameters are important heuristics in ranking sensor services. They were then asked to mark each service as ''preferable'', ''moderate'' or ''not preferable''. If the ranking is not straightforward, they were suggested to reconstruct part of the network based on the available information in order to facilitate their decision. It is obvious that the assessment was subjective and different evaluators might assign different values to the same service. However, it is the order of the ranking matters, which means, assignment of ''1 and 0'' to two services is the same as the assignment of ''2 and 1'' or ''2 and 0'' in the NDCG calculation.
To the best of our knowledge, there are no any other methods that perform analysis on sensor networks for ranking semantically equivalent services. Therefore, we could only compare our method with the benchmark ones based on energy, importance, and link quality. The idea behind the energy based method is that since the objective is to preserve network lifetime, a service would be ranked highly if its associated sensor node has high level of energy; the importance based method would rank a service highly if the node has low importance; and the link quality based method would prefer a service if the sensor node has highly reliable communication links to the gateway. Tables 1-3 , show the ranking evaluations for network configuration 2, configuration 7 and configuration 12, respectively. The three configurations were selected as they were representative among the different network settings: configuration 2 was better connected than configuration 7, which was better connected than configuration 12. It can be seen that our method generated the highest NDCG values among all the methods and the ranking was comparable to the experts' evaluation. For configuration 2, the energy and link quality based methods had comparable performance. The importance based method had the lowest NDCG as it happened that in the experiment, some nodes along the most probable paths had either high importance or low energy (so they are not preferred by the human experts). For configuration 7 and 12, performance of the link quality based method was generally better than the energy and importance based ones. Link quality based method tended to select short paths; while energy and importance based methods tended to have very long paths to the gateway. In the experiment, we found that long paths generally had low link quality summary values.
To obtain an overview of the performance, the NDCG values generated by all the methods were averaged over all network configurations and the results were plotted in Fig. 6 . Performance of cost based method was consistent across all the different configurations and was approximately 18% better in terms of NDCG than the second best method based on link quality. The comparison again highlights the benefits of exploiting the relevant contextual parameters in the ranking design.
Potential for energy preservation
In the second experiment, the initial energy level of all the sensor nodes were set between the range of 40% and 99%. The queries were continuously selected and processed, and the energy distribution was stored after every ten queries were answered. Fig. 7 shows the energy distribution of all sensor nodes after processing 300 queries using different ranking methods. The unit of energy consumption was set to 2%. With this setting, only 1 node completely died (energy dropped to zero) using the cost based ranking, while 3, 5 and 4 nodes completely died for importance, energy, and link quality based ranking, respectively. We also counted the number of nodes whose energy dropped below 20% in order to see how many nodes were approaching the dangerous state. These numbers were 6 for cost based ranking, 8 for importance, 9 for energy and 11 for link quality, respectively. Differences between these numbers seemed not significant; however, as any node in a WSN has the potential to be a relay node, preserving energy for even one node may help the whole WSN remain functional. Another interesting finding from the Fig. 7 is that the energy of the nodes which were predicted to have high importance was well preserved using the cost based ranking (e.g., nodes 4, 8, 9, 20, 35, 40, 42, 47 , and 60). The result in fact coincided with the expectation of the proposed method. Table 4 shows the number of sensor nodes with energy below 20% after processing a specified number of queries (i.e., 100, 200 and 300). The number of completely died nodes are shown in the brackets. For each ranking method with a specific setting, the simulation was repeated 3 times and the average values were calculated. The average values enabled us to observe the overall performance differences between all methods. Considering the facts that the workload was fixed and that saving energy for even one node could make a big difference for WSN, the results generated by the cost based method were in fact encouraging. The importance based method performed slightly better than the other two and showed some limited power in preserving energy of some important nodes. However, similar to the energy based method, it did not take into account other nodes participating in the service access process, which might result in more energy consumption in answering the same query. Link quality based method tended to select the nodes with short paths (to the gateway), which caused energy of some important nodes to drop quickly or even early network disconnection.
It should be noted that if the situation of the WSN was unstable and complicated (e.g., uncertain interference range and fast energy dropping), those algorithms relying on a single criteria became unreliable. On the contrary, our algorithm still performed consistently and reliably because the effect of the changes in relevant parameters was properly balanced. Based on the comparison, we can conclude that the proposed ranking does have more potential in preserving the energy of the sensor nodes and in preventing early disconnection than others.
Discussion
WSNs are usually designed to operate with battery power sources and at low communication speed, therefore, it is impractical for them to provide real-time information about the network for decision making. Performing estimation using a ranking algorithm is an effective approach to answer queries from the upper layer applications based on the available knowledge about the WSN. Using the relevant parameters alone, such as link quality or energy, is usually insufficient for the estimation. The concept of cost is to take into account multiple relevant parameters simultaneously and their interplay during the decision making, which has shown high potential to optimise the energy consumption.
In Section 3.4, we have identified four crucial requirements for ranking sensor services. We have discussed how the first 3 requirements can be fulfilled by the proposed method in the previous sections. The Requirement 4 states that the ranking should provide potential for preserving the energy of sensor nodes and performance comparable to human judgement. With the evaluation from the first experiment, we see that the proposed method did outperform others in terms of ranking quality. With the evaluation from the second experiment, we see that the proposed ranking did have more potential to preserve the energy of the sensor nodes than others. This also implies that it has more potential to help the WSN prevent early disconnection and prolong network lifetime. To a great extent, the superior performance can be attributed to the consideration of the characteristics of the sensor service and the contextual information during the computation.
The experiments in this work utilised a synthesised dataset and the behaviour of the WSN was simulated using programs. We see that one of the potential future work is to further verify performance of the ranking method in more realistic settings with real sensor services and WSNs. Through observing status of the WSNs such as size, energy consumption, or lifetime, we could gain more insights into the ranking problem. Furthermore, with the information collected from real WSNs and sensor nodes, e.g., network specific QoS parameters, the proposed method also can be extended to rank sensor services from multiple WSNs by using the weighted average [43] or the AHP approach [9] . 
Conclusion and future work
Sensor service ranking methods need to make use of the relevant contextual information collected from the WSNs to be justifiable and useful. We have developed a novel method based on this observation, which estimates the cost of accessing The energy distribution of all sensor nodes after processing 300 queries. Unit of energy consumption was set to 2%.
Table 4
The number of sensor nodes with energy below 20% after processing a number of queries. The number of completely died nodes is shown in brackets. Unit in the table stands for the unit of energy consumption. sensor services based on the information extracted from the surrounding of sensor nodes and the queries. As such, the ranking method is independent of the complexity and heterogeneity of different WSN implementations. Another novelty of the work is a probabilistic method for deriving importance of sensor nodes based on the overlay topology of WSN. The importance is one of the key features extracted from the context of sensor nodes. We have also shown that the estimated cost can be seamless integrated with the quality of service (QoS) framework used in many existing ranking methods. The experiment and evaluation results show that quality of the ranking is significantly better than the benchmark methods and demonstrate notable potential to preserve energy of sensor nodes and to prevent unbalanced energy consumption. The method is computationally efficient given the fact that the number of sensor nodes inside a WSN is rather limited and much of the computation can be performed offline. We see the work as an important step towards developing more realistic and practical ranking methods for real world services. The future work will extend the current method for ranking services spanning multiple sensor networks and verify the ranking performance in more realistic settings.
